A practical guide to setting up MFA
This document describes the steps a user should take to activate an MFA-
brussels enabled (guest) account at Brussels Airport Company (hereafter called BAC).
Q?"P?Pn Users can use an authenticator app (1.1) or a phone number (1.2) for MFA.
Steps to move MFA when switching phones/phone numbers are also covered
in this document, when your old device/phone number is still in your possession (2.1) and when not

having access anymore to your previous device/phone number (2.2).

1. Steps to activate MFA

When a user signs in on the BAC tenant, the user is prompted to register an authentication method.
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Click Next. BAC allows users to setup two different methods for MFA: using an authenticator
application or using your phone number. Kindly skip to 1.2 when preferring to use your mobile phone
number over the use of an authenticator application.

1.1. Setting up MFA using an authenticator application

When using the Microsoft Authenticator (like shown in this manual), click Next. When using another
authenticator application, click | want to use a different authenticator app. Examples of popular
authenticators are Microsoft Authenticator @ , Google Authenticator % or Twilio Authy @ .
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9 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download naw

After you install the Microsoft Authenticator app on your device, choose *Next".

want to use a different authenticator app

Lwant to set up a different method

Open the Microsoft Authenticator app on your phone and click on the + button. Select the Work or
school account option and click on Scan QR code. In your browser, click Next.
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When the QR code is shown in your browser, scan the QR code on your phone (or do it manually by
clicking enter code manually). When the QR code is scanned with success, the account is added to the
Microsoft Authenticator app. Click Next.
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Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.
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A notification will be sent to the Microsoft Authenticator app. When the user approves the notification
by entering the number shown in the browser, the user will be able to click Next.
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Click Next. The Microsoft Authenticator app with notifications is now successfully registered as an
authentication method. In the Authenticator app you now see the option Brussels Airport Company.
Click Done to continue to the login page.
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1.2 Setting up MFA using your mobile phone number
To set up your mobile phone number to authenticate yourself, click | want to set up a different
method, and then select Phone.
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6 Start by getting the app
On your phone. install the Microsaft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app
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Choose a different method <

Which method would you like to use?

Fill in your phone number (with the right country prefix). Selecting Receive a code will result in a 6-
digit code being sent in a text message to the provided number that must be entered into a text box.
Selecting Call me will result in a phone call where the user is prompted to enter ‘#’ to approve the
authentication attempt.

In this manual we will opt for the text message. Select Receive a code and click Next.



You will receive a 6-digit code on your cell phone via SMS. Enter that code and click Next.

Phone

We just sent a 6 digit code to +32 04 Enter the code below.
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Click Next. The mobile phone number is now successfully registered as an authentication method.
Click Done to continue to the login page



2. Steps to move MFA when switching phones/phone numbers

2.1 Register MFA when old device is still in your possession
When the user switches mobile phones or mobile phone numbers it is important to take care of the
MFA. To move the MFA to the authenticator application on the new phone or the new phone number
when you still possess your previous device or have access to your phone number, visit following
URL https://mysignins.microsoft.com/security-info in your browser.

Make sure that you are logged into your BAC account by clicking the round circle in the top-right corner
on the page and click Switch organization. If you see Brussels Airport Company under You’re signed
in with, then proceed to the next steps. If not, select Brussels Airport Company under Other
organizations you belong to.
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Click on Add sign-in method and choose your preferred authentication method. When selecting
Authenticator app, kindly follow the steps in 1.1 Setting up MFA using an authenticator application,
when selecting Phone, kindly follow the steps in 1.2 Setting up MFA using your mobile phone number.
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Once you've completed all the necessary steps in 1.1 or 1.2, you're all set to log in using your newly
configured MFA method on your new device/with your new mobile phone number.

2.2 Register new MFA method when not having access to previous device/phone
number (lost/stolen/blocked device)

Contact the BAC ICT Service desk by sending an email to 6666 @brusselsairport.be. Please ask them
to remove your old MFA device from your Azure (Guest) account. After you have received the
confirmation from our Service desk, you will be able to link your new device to your account again.
In order to do this, visit following URL https://mysignins.microsoft.com/security-info in your browser.

Make sure that you are logged into your BAC account by clicking the round circle in the top-right corner
on the page and click Switch organization. If you see Brussels Airport Company under You’re signed

in with, then proceed to the next steps. If not, select Brussels Airport Company under Other
organizations you belong to.
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Click on Add sign-in method and choose your preferred authentication method. When selecting
Authenticator app, kindly follow the steps in 1.1 Setting up MFA using an authenticator application,
when selecting Phone, kindly follow the steps in 1.2 Setting up MFA using your mobile phone number.
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